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New Model: Probabilistically Checkable Proofs

NP represents Froo{:s checkable via o deterministic polynomial-time verifier :
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TNTERACTIVE PROOFS :

IPs are proofs checKable via

o polynomial-time verifier that has
these additional resovrces:

® randomness

® interoction
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k
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ProBABILISTICALLY-CHECKABLE PROOFS :

PCPs are proofs checkable via

o polynomial-time verifier that has
these additional resources:

O randomness

@ orocle occess to proof

K N
\—~

PPCP(X) —)

Veer (%)




Definition of PCP

We soy that (PV) is a PCP system for a relation R

/[The definition for a Io.nguago_ L is & special case.

with completeness error £, and soundness error Eg (uith 1-e>e) it the {o\\owing holds -

® CompLeTeness: ¥ (xw)eR fr[VTr(x)=l | T« Pxw) ] 2 I-¢, .

- T o~ Equivalently
@ Souwowvess: ¥xgLR) ¥P fl—[V (x)=] |1T<- P ]s Es. V¥xel®) ¥F B[Vi=11¢e
We vuse the notation Vv(x;g) to make explicit that ¢ is the randomness of V.
We call T a “PCP string", TIntvitively, T is o “robust encoding’ of o witness,

which admits o probobilistic verification thot reads o few symbols of it.

For IPs we cared obout: round comp\ex'|+y/ communication comPIexH-y/

For PCPs we have different parameters :

Pl—oo1C alphabet g€ foit’

| ¢ 1
Te 2>
: length
proof leng Prcp () |—] i :I\/fcv(")
verifier query complexity

verifier rondomness complexity

-~ 9. . ~ M

(Queries +o T are typically hOh-QdQP‘l"IVQ.)



Some Special Cases

We wish to understand PCP[E& &,Z ¢,q,r,..]1 in different regimes.

Suppose thot there is no proof (q=0):
+ PPl q=0,r=01="P

* PCP Lq=0,r=0Clogn)]=P

° FCP[q:o/I‘=Poly(n)-_\=BPP

Suppose thot there is no randomness (F=0):

- PCP [q=Poly(n)/ r=o] = NP

A trivial PCP :
+ 3SAT € PCP[&c=0,€=1-%, £=lo}, L=n, q=3, F=logm ]
g"OOF’- V&%{o"} (¢)= 1, Sample o trondom clavse jelm] .
2. Check thot o sofisfies the -th clawuse of Q. |

We denote by PCP the case with ho restrictions (be.yond Vecp runs in polynomial time):
PCP := PCP [ €.=0, &=, |Z]=exp(n) £ = exp(n), g=poly(n), r=poly(n)]



proof alphabet

Proo{: |e.n9-H\

i verifier query complexity
verifier rondomness complexity

Upper Bound: NEXP

theorem: PCP € NEXP

Yo x M

REVIEW: NTIME[T]= {L ‘ 3 machine M st {Xe15 Vv Mienpo) and Mbw) rns in T ﬁm}

nondeterministic polynomial time - NP=<:((_:JN NTIME [n¢]

hondeterministic exponenfial time: NEXP =C\;/N NTIME [2"<]

lemma:  pcp [EC,ES,Z/ K,l’] c NT°IME[T= (Zr+£-|08|zl)']>0\y(n)]
proof: Let (PV) be o PcP system for L with +he poramefers above
Define the decider as follows :

D(mX,TmT): 4. For every ge{ol: compute bg:= V' (x;9)elo} .

fo, !
hz 2. Ovtput 14 it and only if (2, bg)/lr 2 1-&. .
If xel then 37 st D(x,w)=1. If x¢L then ¥uw D(x,T)=0 B
lemma: (i) ¢ < .').r-q for non-adaptive verifiers in. PCP _constructions £ is +y[>ica||y)
(ii) ¢ $2r°|Z|Q'C] {:Ok Qdap‘l’ive. verifiers smaller than these vpper bounds

proof of (i): there are ot most 27 different query sets
Proo¥ of (Gi): each query answer moy leod o o different next query |



Lower Bound: PSPACE

theorem: PSPACE < pcp

We proved thot TP =PSPACE . So the (-'ollowing lemmo suffices .

lemma.: IP[&/SS«!&J < PC? [&,&,ctzk]

proof: Let (PyVey) be a k-roond IP for L. : .
Consider PCP shfincds in +his format: rr q TP
TF:: (Q. / (Qz[b.])b” (ag[btlbz])b"bt, ses, (QK[b.'m,bk“])b',...,bg.|) J( bK r 4

The PCP verifier (which odaptively makes K queries to M) works as follows:

VW(X) = |, Samp\e IP rondomness g.

prior it messages by Vip(xi€)

2, Simvlote Vre(x;3) where, in round i, the IP prover message is a;[b,.,bil.

CoMPLETENESS: +he honest PCP string is = ( Fplx), (P eb)), , ...,(F::r(x,b».wb"-'))L.,...,b.‘..)-

SOUNDNESS: any Pcp sfrincj in the above format is an “varolled" TP prover ||

I{ Vip is Puslic-Coiv  +then eoch bi is (independen’rly) Fandom |

Hence ¢=(by,..,bx) and the k queries ( (b, b )iem to T are non-adaptively determined.



Preview of PCP Capabilities

We con asK several questions about PCPs , inspired from our study of IPs.

e Which \omguages have PCPs ¢ We learned thot PSPACE € PCP < NEXP .,
A: PCP = NEXP
* Do PCPs have benefits for NP lunguages? E.q. PCP query complexity « NP witness size
A: Yes
e Do PCPs hove benefits for P Iangvages? Eq. PCP verifier time « P decision time
A: YES
* Are there 2K PCPs for NP 7
A: YEs

—> Many Goop News |

We study most of these c'uesi'ions in the next few lectores |



Delegation of Computation via PCPs

We will prove (in o few lectures) the PCP Delegation Of Compufod'ion Theorem :

NTIME[T] = {L ‘ 3 machine M st {i;t:ax Tq(&w\,\),;lo} and M{xw) runs in T(i) ﬁ""}

t+heorem: NTIME[T] & PCP

/ { Pl'ooc |en<3-H\ Z:Poly(T) , query c.omp\exi'\')/ q=Poly( \oﬂT)
prover time pt=poly(T) , verifier time v£=Poly(n,|oc3T)

poly(T) PO'YOOST)
xefo," = - T e{o,1} 7~ y — xefo}
wefo)) — A > be{o}
Poly(T) time P0|y(n,|03'|') time

Proving the theorem will involve :
* recycling feclmiqves (arithmetization , Sumcheck Pl’O‘|’O(_o|,,,.)

* new ideas ( low-degree testing, svccinet arithmetization, )

Checking Computations in Polylogarithmic Time

Ldszlo Babaz’E Lance Fortnowh Leonid A. Levm' Mario Szegedy @

Univ. of Chicago ® and Dept. Comp. Sci. Dept. Comp. Sci. Dept. Comp. Sci.
Eétvos Univ., Budapest Univ. of Chicago ® Boston University Univ. of Chicago ®




The PCP Model Is Unrealistic

Checking Computations in Polylogarithmic Time

Liszlo Babai H

Univ. of Chicago ® and Dept. Comp. Sci. Dept. Comp. Sci. Dept. Comp. Sci.
~ E6tvos Univ., Budapest Univ. of Chicago ® Boston University * Univ. of Chicago °©

Lance FortnowS}. Leonid A. Levm' Mario Szegedy g

In this setup, a single reliable PC can monitor the
operation of a herd of supercomputers working with
passibly extremely powerful but unreliable software and
untested hardware.

CHALLENGE : How coan PCPs be vseful ?

The PCP model gives the verifier

|
an vrealistic “super” power : '\[/‘

ORACLE ACCESS To o long ProoF
Vecp(x)

How con o verifier have such a capability
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Applications of PCPs

PCPs ore useful as on intermediate model .

They are an invalvable TooL in fwo major opplications,

SvecineT ARGUMENTS HARDNESS OF APPROXIMATION

Cryp*ogroph'\c Proofs with Which problems remain hard
strong efficiency Leatures even if we only seek
(e.q. for delegation of computation) an approximate solution ¢

Topay LATER LECTURE
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A Cryptography Jaunt;
Succinct Arguments

Based On PCPs



Succinct Interactive Arguments

An inferactive argument (1A) is an interactive proof (IP) where Soundness i reloxed to:

Comeutational Sounoness: ¥xgL(R) ¥ efficient P Pr(( 'ﬁ(l‘),v (1 x;r,,)>=]]<£s(>,><).
v

roof alphabet Z  prover time pt
’L}\Q.Ol'(vv\: SUPPOSQ H\M’ L e PCP |l:roo{3 le.r\g'H\ L P ]

query complexity q  verifier time vt

Then we can vse crypto to construct a public-coin inferactive argument for L with:
round complexity K=2 prover time O, (pt)

communication complexity Ox(cl’loalil"%lf) verifier time O, (vE)

It we apply this transformation o the PCP on the prior slides,
then we get o succinet interactive argument:

poly (), logT)
P < XE {O/Q“

wefol — > b e {0}
poly(\,T) time poly (. logT) time

x € {bllznﬁ‘

NoTE : this does NoT contradict the limitations of Ifc pith small communication.
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Two Attempts At A Succinct Argument

ProoF ATTEMPT #1:

PIA(X,W) VIA(X)
* Prodvce PCP string: TN = Poplx,w), % Sample PCP randomness gefo},
* Deduce PCP query set Q for Vgch(X;s’).

VI:Q,O\]

¢ Set a=T[RJeZ®, a o VeM(x)21

ProBLEM: o malicious prover con choose . answers anQ based. on the randomness q. .
(Sepami'dy , We cannot hope to succeed without: cryptography. )

PrROOF ATTEMPT #2:

PIA(x,w) V:A(X)

* Produce PCP string: T = Poplx,w).

* Commit to PCP string: Cim := Hash(TT), _com

* Deduce PCP query set Q for Ve (x;9). % Somple PCP randomness gefo},

. = Q [Rali, 2 Hash(Tr) 2
Set a=T(RleZ". _)a,'lT Veer (x:8) 54 //\\ ﬂolé;]ia =

PRoBLEM: the honest prover sends the entire PCP string.
14



Merkle Commitment Schemes

We need o short commitment with local openings.
An example is o Merkie CoMmitMeEnT |
let h:{o,¥"={0,} be o hash function.

e MTLh].Commit (me {01}™): - Outpot-
Pairwise hash the s - ~ Merkle root: rti=mig e { o,l})\.
message unfil you % % - awxiliary info: aux:=(m,(m ).
obtain one block . o] [ o] [] [ [ [ [

CquH‘ (4) is green below:
* MTLh].Open (avx, Q< [£]):
For every ieQ, set pfi:=(mylecopath(y . Ovtput pfi=(pfi)iea.
+ MTLh], Check (r1,Q <21, aclion), pf=(pi)q):
For every ie®, check that pfi authenticates alil for position i relative to tt,

lemma: ]"L‘-‘{HA:{l-\,\:{o,\}b\—a-EO,llx})‘eN is collision resistant > MT[H] is position-binding .

Ky 3 ie(')?].nQ,_: a.([al#az[i]
\C\ = A V 1l * P MT}‘C C.K {',Qll l/(l‘:
¥ efficient A h%—l )[h(x)zh(ﬂl(x,y)eA(h)] hegl(3) ¥ efficient A helll—,\ MT%*\].Ct:ck(:’r,al,:,;&;::

(rt, g‘;‘;‘;fc‘z)eA(h)] = neal (N

15



Killan's Protocol

First commit to the PCP string and then Iocally open i+,

Peal P, x,w) Vea(1% x)
* Produce PCP string: TN:= Prep(x,w) € 2%, . h Sample CRH: hH, .
* Commit to it: (rtavx):=MTLh], Commit(TT), tt ,

[ For simpliCﬂ'y here we assume |03|Zl$)\.]

* Deduce PCP query set GQe[t] for Vere (x;8).
* Set answers o= T[R]e 29
Avthenticote answers: pf:= MT[h),Openlavx,@), Q/Q/P{:> V‘E&“](x;g); 1

MTLh]. ChecK (+,Q, 0, pt) 24

g SQmPIe PCP randomness ?6{0,‘}r.

* tound complexity: 2

* communication complexity: poly(\+X+r +q-(logl +logiZl+A-logl ) = poly (M) ++q-(loglzl+2-logl) ,
* prover time: time(Rep) + time(Vpcp) + O, (£-loglzl) ~ pt + O,\(I-Io<3|2| ).

o verifier time: Poly(x)ﬂ- + Yime(Vpep) + O,\(Iogf.loslil) = vt + OA(|ogz -|o<3|2‘.|) .

SECURITY ( Efyjf"\“‘i le‘;ssswf’e); & Rewinping ARGUNENT , assuming that h is collision resistant

(more Senqml\y: Q& Pos\"rion—bir\ding vector commitment)
16
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